The development and increased popularity of the social media networks has changed the way consumers communicate and interact with each other. But besides the positive aspects regarding socializing, real-time communication and information sharing, the social media networks have also several disadvantages. Private data security, invasion of privacy, misuse of information are just some of the negative aspects associated to social media networks, of which many of the consumers are not aware. This paper gives an overview of the different methods in which private consumer data and consumer profiles are created with the help of social media networks. The paper focuses on three main components, namely the data provided by the consumers, the technologies that have the ability to collect data in an aware or unaware manner and the contribution and advantages of business in this process. The results show that some of the data are given by the consumer, while other are just gathered with the help of automated and intelligent systems or applications.
Introduction
The development of the internet and especially the social media networks has changed the way people communicate. They are nowadays one of the most active means of communication, by giving the possibility to share information with larger groups of people. The development of social media has come with several advantages such as easier way of communication by developing a real-time spread of information, intensive socializing by extending the social network as well as possibilities of business development through brand development, sharing of knowledge (Nisar, et al., 2019) and even a potential for innovation (Muninger, et al. 2019) . Especially for young people the use of social media networks is interesting and they spend a big part of their time connected to it (Pelau & Ene, 2018) .
Besides the positive aspects that social media have triggered, there are also several disadvantages, when using social media networks. Several authors agree on the fact that the use of social media networks exposes the users to several risks (Haynes, et al., 2016; Vatamanescu et al., 2017) . Among the disadvantages of social media networks there are the protection of personal data on social media networks, manipulation of consumers by targeted communication and spreading of fake news (Tantau et al., 2018) , cyberbullying or the addictive use (Baccarella, et al.; .
One of the most debated discussion related to the use of social media networks is about the use and exposure of private data of consumers in the online environment. In this article, we give an overview of the different ways in which consumer data is collected on the internet.
Literature review
With the development of the internet and the social media networks, several consumer data can be collected and stored with the help of automated and intelligent systems. These phenomenon of data collection is known as big data (Ghani et al., 2018) . Besides the discussion on the security and privacy of the data, there is still a challenge for researchers and practitioners in the analysis of these big amounts of data (Ghani et al., 2018) . Much of the analysis is done with the help of the automated systems, based on algorithms and preprogrammed procedures. In spite of this, there is still the need of a human mind (Pop & Pelau, 2017) in order to prioritize the data and set some objectives.
Another discussion related to big data collected with the help of the internet and social media networks is the security of the data. The fascination of social media networks has determined consumer to post several private information and pictures in the online environment, without thinking too much to the risks involved with their exposure. With the development of the business orientation and presence on social media, the need increased for a certain regulation in exposing data in the online environment. According to Lessig (2006) there are four ways of regulation for data protection and data content on the internet: law, norms or self-regulation, architecture of system in which the data is introduced and markets. The law is one of the instruments that can limit the privacy regulations on the internet. Despite this, if the consumer is willing to post his/her private information on the internet it is difficult to limit the flow of data. For this reason self-regulation is important when talking about posting data on social media platforms. Not less important is the system architecture that allows the tracking of the consumer behavior in the online environment as well as the different companies, which use the data for profit purposes.
Methodology
The objective of the research is to give an overview of the possible means of data collection by social media networks, based on secondary research data. The aim of the paper has been to identify and categorize the different typology of data collection means with the help of social media networks. In order to obtain the results we have made a brainstorming of all types of possible user data collection on the internet. For each identified mean, we have tried to identify the main driver/ responsible. Based on the results, we have developed the results presented in the following.
Results and discussion
The result of our analysis shows that there are several methods of collecting consumer data from the internet, with the help of social media networks. Starting from the models analyzed before, the methods of collecting data, can be divided into three categories, driven by the consumers, by the technology or by the businesses, which uses the data for marketing purposes. The data collected from the consumer can be divided into two sub-categories: the data of which the consumer is aware that he/she introduces it into the system and the one of which he/she is not aware of giving it to the system. The data collection based on the technological ability of the system is also done in two ways: with permission from the consumer and with restricted permission (when the consumer is not aware of the fact that he/she lets the system store certain information. The business driven data collection occurs again in two ways: by automatic analysis of the data or by targeted analysis of the employees of the company. These categories and examples for each of them can be observed in table 1. 
Consumer driven data collection
The simplest way of collecting data is the one provided by the consumer himself/herself. On social media networks, the basic demographic data is provided to the system when creating an account. For creating a social media account, it is compulsory for the user to provide the name, surname, email, telephone, gender, age and another valid mail address in case of password recovery. Only by providing these (or similar) information, the account will be valid and functional. Additional to these data, the user can also introduce information regarding education (high-school, university), workplace, location/region, social status (married/ single/ engaged) and interests as movie, music, politics, shows, actors etc. Introducing the personal information has advantages and disadvantages for both the user and the social media platform. On one hand the social network user has a vast profile that can help him/her to appear in the searches of people with whom, he shares similarities in terms of profile (high-school, university, and workplace). On the other hand the social network can develop targeted advertising campaign by clustering the profiles registered based on different interests. The disadvantages of the introduction of data lies in the exposure of private information to the public and a risk exists, that the personal data of a user can be misused.
Besides the introduction of personal data, there is also the possibility to provide personal data, without being aware of it. Most of the mobile applications require many permissions to the smartphone-user, as for instance location, camera, SMS, microphone, contacts, calendar and other. In the moment of the download, the user is asked if he allows the permissions required by the application, but many users don't really read carefully all the permissions they have to grant, because of bounded knowledge (Estrada-Jimenez et al, 2017) . Therefore, the download of the application represents the user acceptance for the application to record and store several personal data from the consumer. Because of the lack of control, bounded technical knowledge (Estrada-Jimenez et al. 2017) or just because of the rush of downloading certain applications, most of the time, the consumer is unaware of the fact that he allowed the application to access his/her personal data and few users check their application permissions based on the procedure described in figure 1 . At a more attentive look, most of the applications have access to the contacts and location of the user. Periodical changes of privacy settings on social media networks is another way in which consumer data is collected, without being aware of it (Haynes et al. 2016) . 
Technology driven data collection
Besides the personal data provided in an aware or unaware way, there have been developed several technologies that track the online behavior of the consumers. One of the best ways to store browsing data of users is done with the help of cookies. A "cookie" is a small amount of data that is sent to a user browser from a web server and stored on all devices (computer, tablet or smartphone), to help websites remember who the user is and as many information about his visit (European Commissions, 2019). The cookies are used for two main purposes. On one hand to provide the user with a better and more personalized experience. On the other hand with the help of cookies, consumer profiles can be developed, which can afterwards be used in advertising (Sanchez & Viejo, 2018; Yue, et al. 2010) . There are three different categories of cookies. Based on the time the cookie is stored there are according to the European Commission (2019) session and persistent cookies. Based on the "owner" of the cookie, there are first party or third party cookies (European Commission, 2019).
The session cookies allow the consumers to use the site in the way he wishes, by improving the convenience and the efficiency of the website, but they are erased once the browser is closed (European Commission, 2019). The persistent cookies are used to help the website to understand and describe the behavior of the consumer. These cookies tell the
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Step 3 Apps permisssions website how often a consumer visits the site and how he is using it (what pages he/she opens, time spend per page or per site, bounce rate etc.) (Sanchez & Viejo, 2018) . These kind of information are also important for the website in order to improve its performance.
The third party cookies are the one stored on a user device by other parties (Estrada-Jimenez, et al, 2017) . They are used with the purpose of having a third party to provide the website with a service or enable some functionality on the site (Sanchez & Viejo, 2018) . These type of cookies occur frequently with the help of social sharing. For instance all important internet platforms have a possibility of social sharing. Facebook has the "Like" button (Facebook for developers (2019c), while Twitter has the "tweet" button (Twitter developer, 2019). By expressing a certain positive feeling about an idea, automatically the platform records the preference of the consumer and stores it to his/her profile.
The major revenue source for the websites and internet companies is represented by the advertising space, they are selling (Statista, 2019) . As most social media networks are free for users, their main incomes come from the selling of the user profiles collected from the users (Haynes et al. 2016) . In order to make the website more relevant and interesting for the user in terms of the advertising that is exposing, the website is interested to know more about the user and the things that he is interested in. Based on cookies information, the website can expose ads according to the user profile (interest-based-advertising). This has benefit for both sides. The website can demand a higher cost for exposure from the advertiser and the user benefit from relevant content based on its profile. (Estrada-Jimenez et al., 2017) .
The new GDPR law has set rules for the storing of cookies. According to GDPR, all the websites have to ask for the users' permission of storing cookies by exposing a box with "Accept" or "OK". This procedure has made internet browsing more difficult as any opened site asks the permission of users to store cookies. Besides, there is still a discussion if the users have enough information about the types of cookies they should allow (Estrada-Jimenez et al., 2017) .
Besides the information, where the user gives access to the platform, there are also other methods of storing user data such as browsing and search history, and partially the location finder. Most websites that the user visited will place a cookie in his browser, which is a piece of information that the browser can use to "remember" certain states (Estrada-Jimenez et al., 2017) . For example, a cookie can remember that the user already logged into a website, so next time you turn on your computer and visit that site, you won't have to log in again. If you delete all of your cookies while cleaning out the private data in your browser, the website will immediately ask you to log in again. Search history is another information that is stored by the website and it is frequently used in order to give performance data of websites. The access to the stored information in the user browser can allow different platforms to target ads by examining these cookies from the user browser (Estrada-Jimenez, et al., 2017) .
Another interesting information about the consumers is the location and the space in which he/she does his/her activity. Different sites and applications try to access the location of the consumers by different means. One way of collecting the location of the consumer is through the different GPS systems or maps applications, such as Google Maps (The Guardian, 2018) . Of course the consumer has certain facilities of finding much easier the way or by obtaining traffic information, but the applications stores the routes and locations of the consumer. In some platforms that provide mail activity, the user can see inside his own account the history, composed from all the posts that he liked or shared, what did he search for and when. This information is very useful for the platforms in terms of advertising, as personalized ads can be displayed based on a specific interest (Jung, 2017) .
Business driven data collection
Most of the data about the consumers' profiles is used in order to increase the efficiency of business processes. The analysis of the data collected from the internet is done both by humans, by machines or by a combination of the two. Taking into consideration the fact that the amount of the collected data has increased with the development of intelligent system, its analysis is done more and more in an automated manner with the help of intelligent systems (Ene, 2018) . The humans continue to have an important role in programming the machines, but most of the analysis is done by intelligent systems.
Advertising is one of the main fields in which the consumer data is important for correctly targeting the communication. The data collected from the internet sites is used in order to profile the consumers based on their behavior and interest. For instance people who upload on social media pictures with children, receive information and advertising for children products. The information uploaded on different online media is transformed into targeting segments, as it can be seen in table 2. Some social media networks already allow business to target their consumer segments with the help of the online collected consumer-data. For instance, Facebook Core Audiences helps businesses to select the right recipients for your ad in just a few clicks (Facebook Business, 2014a) . Companies can target their consumers based on age, location, hobbies, behavior or social connections (Facebook Business, 2014a) . Facebook Custom Audiences gives the business the possibility to access consumers who have already shown interest in your business. It allows companies to compare their customer data and match is with social media profiles based on phone numbers or e-mail addresses. By this, companies can contact and communicate with their customers through the social media network (Facebook Business, 2019a) . It also allows to install a pixel on the website with the purpose of creating an audience of consumers who have visited it. Moreover, it can also show the things for which the consumer has shown interest (Facebook for developers, 2019a). The same service is also offered for mobile applications, so that companies can track their consumers via their mobile phone and the interest shown by using it (Facebook for developers, 2019a). Another service offered is the Facebook Lookalike Audiences. This service allow companies to target users which have similar profiles as those of their customers (Facebook Business, 2019b) . Besides these targeting services, Facebook also provides Audience Insights, a tool that aggregates attributes, characteristics and behaviours of consumers in order to better define the own customers (Facebook Business, 2014b) .
Figure 2. User information and consumer profiles
The process of data analysis is more frequently done by automated systems. Based on predefined programmers and algorithms certain advertising recommendations are posted on the website of consumers, based on previous behavior. The recommendation system is based on machine learning, by using artificial intelligence systems for the processing of data. The learning process of the artificial intelligence is done by the imitation of human neural networks and providing information as a pattern (Zihayat et al., 2019) .
Conclusion
In the past years the development of applications and automated systems on the internet have influenced in a positive and convenient way the life of consumers, by increasing the efficiency of several activities. The consumer has to no longer the responsibility of memorizing certain information as the surrounding devices, such as laptop, tablet or mobilephone do it for him and with the development of the internet of things, this trend will go on. But, there is also a reversed side of this convenience, namely the fact that all these devices store information about the behaviour and the habits of the consumer. With the help of intelligent systems, theses information can be used for several purposes such as advertising and targeting or even the manipulation of the consumer. The more we, as consumers, rely on the information and recommendation of the intelligent devices, the more will our behavior be influenced by the procedures pre-defined in these systems.
Based on these technological developments several research question arise for the future. The first question is about the relation to the intelligent systems. Are these systems our friends by improving our life or are they rather a foe who store our information with the purpose of influencing our behavior. No one can contest the fact that several technological developments have improved our life by making it much easier to communicate or by recommending different actions. Certain actions that have been done manually in the past are now, being done by different devices or applications. But, there is also a reversed side. In order to have efficient procedures and user-friendly applications, these systems have to store our data. So, the second question which arises is if the private information which we provide to these systems is the price for our convenience. To rephrase this idea: how much are we, as consumers willing to pay in order to have access to efficient and user-friendly systems and applications. Therefore in order to both protect the private data and contribute to the development of science and user-friendly applications, it is important to find an equilibrium between the data provided to these systems. The GDPR law is a first step for this equilibrium, but with the development of new technologies, new methods of saving private data will be probably developed in the future.
